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MAIN MENU




Dashboard menu

Total Balance shows cryptocurrency receipts into
your merchant account in EUR or USD equivalent
(can be set in the Settings menu);

Incoming payments within the last 7 days;

Balance in hedge fund - funds converted from the
iIncoming cryptocurrency to the selected
stablecoin (choice of currencies for hedging and
stablecoin for conversion is made in Settings
menu):;

Balance chart of different cryptocurrencies.

Transaction history

All payment types requested in processing.

Amounts are displayed as in the payment form,

WITHOUT processing fee and network fee deductionR

Merchant balances in various cryptocurrencies

Current USD or EUR exchange rates are shown.

OXprocessing

BUSD (BEP20) — 77%
@ ETH (BEP20) — 23%

@ Other — 0%

Balance shown after processing

fee and network fee deduction

Canceled

Canceled

Canceled

) <@

BUSD (BEP20)

ETH
(BEP20)

¢:) sTC

2

BUSD

DAI

DASH

+ 0.0100T13 LTC

+ 5E-05 BTC

+ 400.70481 USDT (TRC20)

+ 25 TRX

10‘93.687539
Q.QQ1]T44O

O..0.0000000
O.O.CI)OOOOOO
Q.OOOOOOOO

0.00000000

Balances shown after processing

fee and network fee deduction
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https://app.0xprocessing.com/Profile/Dashboard

Merchant balances in various cryptocurrencies.

Balances of hedged cryptocurrencies
are displayed in the Stablecoin chosen
for hedging.

USD or EUR exchange rates are displayed at the
real time.

Used for withdrawal of funds credited to the
balance of the merchant.

Select the currency you want to withdraw, the
window will show the currencies with a positive
balance.

Enter wallet address

Enter withdrawal amount

After clicking on "Withdraw" button you should
confirm the withdrawal using confirmation code
sent to your email bound to your processing
account.

OXprocessing

Balances Withdrawal

BUSD (BEP20)

ETH
(BEP20)

2 g

BTC
BUSD

DAI

=) DASH
() ooce

Select currency

ETH (BEP20)

10.93687539

0.00111440

0.00000000

0.00000000

0.00000000

0.00000000

0.00000000

Specify the cryptocurrency transfer address

Transfer amount

O

O ETH (BEP20)

0.00%
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https://app.0xprocessing.com/Profile/Balance

In order to receive this confirmation code click

Withdrawal address

"Submit code'.

0x2E1bc6cBaAbaCfa1554C8AB6E66Ch5C77D22

Enter the code received by email in the Verification Recipient will receive
code field.

Email verification code

Withdraw funds by clicking "Withdraw".

To withdraw funds in automatic or semi-automatic
mode you can use integration through API.

(Please check integration methods in the
documentation menu Settings / Merchant
management / Instructions for connecting to
payments).

Transaction history

Search by payment parameters

All payments types requested in the processing are
displayed.

Additional information is displayed when you click on the
transaction line.

Payment ID in the processing

Billing ID from merchant
Amount in USD

Link to hash of the transaction in the explorer

OXprocessing

0.67975798 BUSD (BEP20) Fee 0.32024202 BUSD (BEP20)

BBBBBBBBBBBB
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Search by withdrawal parameters

Show all finished withdrawal requests from
merchant's account.

Clicking on the transaction line displays additional

information including link to transaction hash in the
explorer.

Shows graphs and charts of the different currencies

receipts to the processing account in equivalent to
USD or EUR.

OXprocessing

B0.0%

(BEP20) (BEPZD)

333333333

BBBBBBBBBBB
5
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https://app.0xprocessing.com/Profile/Withdraws

SETTINGS MENU




Section to select in which stablecoin to hedge
selected cryptocurrencies to avoid the volatility

General settings Security Notifications Button Designer

risk.

Hedging

Select currency for hedging

Available:

USDT (TRC20)

€» USDT (ERC-20, TRC-20, BEP-20)

BUSD (BEP-20, ERC-20)

Section to select currencies supported by the Manage currencies

Select which currencies should be shown under Balances.
merchant.

To add the currency you need, but not yet

supported in processing, please contact the support

BUSD . @
team.
DA . @
Once a new currency is added, it won't become @ s
active in your account automatically; you need to @ ruso «
enable it in this section. @ ruso @
@ USDC . @
& usor " @
The processing currently supports:
BTC BUSD BUSD (BEP20) DAI DAI (BEP20) @ ETH @ ETH(TRC20) @ ETH (BEP20)

@ TUusD @ usbDC  @® USDC (BEP20) €» USDT €2 USDT(TRC20) €» USDT(BEP20) @ HT(TRC20)
@ HUSD @ HUSD(TRC20) @ AXS @ AXS(TRC20) €9 XRP @ TRX & DASH BNB

DOGE @ LTC @ DESU(BEP20) # ADA (BEP20) BTCB (BEP20) CSC
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https://app.0xprocessing.com/Profile/Settings
https://app.0xprocessing.com/Profile/Settings

In the VRCS section you can enable/disable
volatility risk control system of incoming currencies
from customers to the merchant.

When volatility risk control system is enabled,
Incoming currencies are automatically converted
Into the selected Stablecoin.

Volatility risk control system is available for
following cryptocurrencies:

BTC &) DASH DOGE @ ETH @ ETH (BEP20)

O LIC @ XRP @ TRX BNB  :#: ADA (BEP20)

BTC C @ i
=) DASH @
DOGE @
e ETH C @ C
O < «
0: XRP . @ &
ﬁ? TRX & )
BNB &«

“Switch the fee to the Merchant” section allows you to switch the network fee to the

merchant side. By default, the network commission is on client's side and is included in

the amount of the payment form. Processing fee is always on the side of the merchant

and is deducted from each amount when it reaches the balance of the merchant.

Changing your account password. Requires access
to email bound to your account. Changing the
bound email address is only possible by contacting
technical support.

Choose currency of merchant's
account balance (USD or EUR)

Choose a language for
Merchant-Script notifications

Choose the time zone to display
In your account.

OXprocessing

Email and password

Email: megapari@Oxprocessing.com

Balance currency

You can choose which currency to display the
total value of your cryptocurrencies on your
balance as well as the value of your portfolio.

US Dollars

Language

The language in which notifications will be sent to
your email. Account statements, monthly balance
report etc.

English

Time zone

Specify the time zone for displaying dates in your
personal cabinet.

)
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Settings menu\ Security,

In this menu you can enable two-factor

authentication.

Follow instructions to connect.

Two-factor authentication

Twin-factor authentication allows you to significanthy
increase the security of your accolnt

lo enable two-factor authentication, do the following:

. Download Google Authanticator at the links for
o of

L Sean the QR cade or anter the following key
Into your app

3. Once vou scan the QR code or enter the key above.
wour bwvo-factor authentication app will prosvide you

with a unigque code. Enter the code in the confirmation

b bl

Recent account accesses

Information an the most recant accesses Lo Your actount

IP data on last logins is displayed here as well.

2Z0Z22-02-28 033416 STNa871.242

2022-04-2F 094249 E7 4400242

Settings menu\Notifications

Menu for connecting Telegram

bot and Email account
notifications.

OXprocessing

Instant Notifications

Balakovo [ Russia

Balakovo f Russia

Choose what notifications you want to receive and where (by E-mail, in Telegram). Every time the

selected event occurs, you will be sent a message.
To receive notifications in Telegram go to: registration.

Login from new IP [ v

New payment

Payment confirmed
Payment sent to storage
Payment sent to hedge fund

Replenished balance in hedge fund

E-mail

E-mail

E-mail

E-mail

E-mail

Telegram

Telegram

Telegram

Telegram

Telegram

Telegram
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https://app.0xprocessing.com/Profile/Security

Menu for creating customized

. Select currency Button Designer
deposit button for your |
merchant balance.
@ I

Fixed deposit amount sets into
the button.

Amount (USD)

47 Code to paste

Embeed this code on your site or blog where you want to display
the button

Clicking on this button the payment form with @ s

a fixed deposit amount will be generated for the —

merchant's client. By default a network fee will be e e v T
added to amount and will be charged from the S p————— .
CI ie nt. : 0.0 T0AEZ BTC RORNE{noe.
If currency allows you to switch network fee to
merchant side, you can do it in “Manage

currencies” menu. Bk

Merchant Settings Merchant ID: 6RNEOWKWnO

Merchant settings

Section for setting the merchant URL (for receiving

WebHook URL

pqyment Stqtuses Of merChG ntls CUStomerS)' Specify the URL to receive callback about payment status.
Section for request of the password to access the A —
WebHook URL_ SetWebhookPassword

OXprocessing - (poge 1n/ 20)



https://app.0xprocessing.com/Profile/ButtonConstructor

100

Specify the minimum amount in USD to withdraw from the hedge fund to the merchant balance.

Section for setting minimum withdrawal amount to be reached in hedge fund before

proceeding to the merchant balance.

O

Specify the maximum amount in USD to automatically withdraw from the storage without the merchant manager confirmation.

Section for setting maximum amount for client's withdrawal without merchant's manager

approval. If it's set to "0", merchant's managers should confirm all clients' withdrawals.

Checkbox for enabling and disabling automatic
confirmation of underpaid client payments.

If auto-confirmation is enabled, an underpaid
customer payment will be processed as a
successful one as soon as the payment window is
closed. The merchant will receive the amount
actually paid by the customer reduced a network
fee and a processing fee.

Section for generating merchant's APl key.
Requests to the processing addressed from the
merchant must contain this generated key for
access authentication.

Field for gaining access to the iFrame displaying
merchant's manager interface, in which he can
confirm or reject clients' withdrawals.

OXprocessing

U Confirm insufficient payments

APl access

V.

Save the key in a safe place. If you generate a new key, the old one will cease to work

iFrame access

A

Save the key in a safe place. If you generate a new key, the old one will cease to work

- Cpoge 12/ 20)




The merchant manager interface is accessed using the \method\ merchant ID and manager

secret key (for details see instructions for connecting payments).

List of managers

A list of merchant’s managers to manage

merchant's customer withdrawals. I =
test@test MNokasare @

Here you can set:

— payment cancellation and confirmation functions for certain manager;
— total withdrawal limit for manager confirmation;

— secret key for access to iFrame.

Section for adding new merchant's Add manager
managers.

Email

Enter your email.

Withdrawal limit

1000.00 $

100.00 § Tt

Specify the initial withdrawal limit in USD

This menu allows to see webhooks sent
regarding payment status from the processing
to the merchant's Webhook URL.

OK

Clicking on the webhook line allows to see full

Content: {

iInformation about merchant's customer

All dates

Payment status: Canceled

26.4.2022,17:19 (UTC)

6783,

'ShopId”: "gIxnSeehPr"”,

"Amount”: ©.01,

"Currenc y': "

ETE";

transaction status sent.

"Status”: "Ca

"Signature”:
"BillingID":
"AmountUsD"

nceled”,
"11fdcae588352c63c8928ab85e04beba",
"5268647897",

1.81,

"Insufficient™: false,

"Test": false
"ClientId”: "

OK

OXprocessing

>

3158%@421"

Payment status: Canceled

- Cpoge



https://app.0xProcessing.com/Withdraw/Requests?shopId={ShopId}&secret={IframeSecret}

DESCRIPTION OF THE
API DOCUMENTATION




Detailed documentation can be found in the merchant account.

Menu Settings\ Merchant Management\ Payment Connection Instructions

Here are different methods of communication with the processing system; when a request is

sent from the merchant platform to the listed methods, the processing system will send a

response with relevant information.

Payment
O

When you send a request for this method, the

merchant receives one of the following types of

payments in response.

1. Link-response to the payment form with a
fixed amount.

To increase conversion, the payment form link
can be embedded as an iFrame.

To emulate test payments, the parameter
Test=true must be transferred.

Link to the payment form for the test payment
opens with buttons to emulate Successful
Payment, Canceled Payment and Insufficient
Payment. Test payment link must be opened in
the same browser as the logged in merchant
account.

OXprocessing

E;’J OxProcessing

Send exactly 0.00010782 BTC to the address or scan the QR code.

Please take into account the commission for sending! The amount is specified without the
commission of the service you are going to use for the transfer.

Please note! If the amount received differs by even 1 digit, the payment will be credited only

through technical support.

0.00010782 BTC none(@none.ru

The address is valid for the specified
period only: 00:29:55 <7

ek ki ook A

Attention! After sending BTC, you should wait for 2 confirmations of the blockchain, On average
ane confirmation takes 10-60 minutes. As soon as the confirmation is recelved, amount will be sent 1o
you account within 30 minutes - 3 hours

@ OxProcessing

Send exactly 0.00053565 BTC to the address or scan the QR code

Please take into account the commission for sending! The amount is specified without the
commission of the service you are going to use for the transfer

Please note! If the amount received differs by even 1 digit, the payment will be credited only

through technical support

0.00053565 pavel.voskoboinikov@enterra-
BTC inc.com

The address is
valid for the

specified period
only: 00:29:54 .:

R e PR L R R PR T VQKZB

Attention! after sending BT

Actions
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https://app.0xProcessing.com/Payment
https://app.0xProcessing.com/Payment

Clicking on the button you will receive a
webhook with the corresponding payment
status to the specified merchant's
WebHook URL.

Test payments with the Test=true
parameter are not displayed in the
merchant account.

- L] L]
Allow this site to switch the
@ DxProcessing I'IEtWDl"k?
This will switch the selected network within MetaMask to
Send exactly 1017.26526913 BUSD (ERC-20) to the address or scan the QR a previously added network:
code.
Please take into account the commission for sending! The amount is specified without the @ Ethereum Mainnet

commission of the service you are going to use for the transfer.
Please note! If the amount received differs by even 1 digit, the payment will be credited only
through technical support.

1017.26526913 BUSD (ERC-20) test@test.ru
Copy to clipboard

address is valid for the specified
period only: 00:29:53

appears in the payment form.

When requesting a payment form with tokens supported by \MetaMask
Web3 Wallet (ERC20, BEP20), a button for fast payment via MetaMask

2. Payment data without a fixed amount.

It can be integrated at your own
discretion into the merchant payment
window.

Webhook

When a merchant customer's transaction is
assigned one of the statuses, a webhook with
payment parameters is sent to the URL
specified in the merchant's WebHook
account.

OXprocessing

Example:

{

"id": 1000,

"minimumAmount': 0.7,

"address":
"TJg434gdxEyaf8VdXa2YNwQousUkwHRJdI",

"rate': 1.0004,

"expDate": "2022-01-01T00:00:00.000000Z",
"qrCode": "data:image/
png;baseé4,IVBORwWOKGgoAAAANSUhREUgAAALKAA
ACS5CAYAA..

J

Example:

{
"Paymentld":10453,

"Shopld":"Asv0232SSd",

"Amount':0.002647/65,

"Currency":"BTC",

"Email":"test@test.com",

"Status':"Success”,
"Signature":"a5510c8c3eb6571fd8229813749cd20ec’,
"BillinglD":"13304",

"AmountUSD":115.0,

"Insufficient":false,

"Test":false,
"Clientld": "1000"

}

- (poge 16 / 20)



https://metamask.io/download/

Coinlnfo
Open

When accessing this method, the merchant will receive the basic
parameters on the requested currency set in the processing:

Name
Example:

Payment window duration in payment form

"Currency": "USDT",

Minimum deposit R
"WaitingTime": 60,

Maximum deposit "Max": 1000000.0,
"Min": 10.0,
Merchant account activity status On/Off "Active": true,

. ) L "MinimumW,ithdrawFee" : 10.0
Minimum withdrawal limit

Withdrawal

Open)

Method for withdrawal by merchant's customers from merchant account balances.
When requesting withdrawal of funds, merchant must have liquidity on his balance
in corresponding cryptocurrency.

Method can be also used for automatization of withdrawals from merchant's
account by merchant itself.

Positive balances request

Open

Can be integrated by merchant's technical specialists for following purposes:

— to identify positive balances and conduct further withdrawal using the method for
withdrawal of funds in automatic or semi-automatic mode;

— to control sufficient liquidity on merchant's balances to ensure withdrawals of the merchant
customers.

OXprocessing - (poge 17 / 20)



https://app.0xProcessing.com/Api/GetBalances
https://app.0xProcessing.com/Api/Withdraw
https://app.0xProcessing.com/Api/Withdraw
https://app.0xProcessing.com/Api/CoinInfo/{id}
https://app.0xProcessing.com/Api/CoinInfo/{id}

Withdrawal info

This method is used for monitoring and control of merchant's
withdrawal managers operation.

Fiat to fiat currency conversion

Convert fiat currencies to cryptocurrency

Cryptocurrency to fiat currency conversion
YP Y Y O:|pen

Intended to display the equivalent currencies in the storefront interface.
For example, If you deposit in cryptocurrency, your balance will be displayed in
one of fiat currencies.

List of supported currencies:
Fiat:
USD EUR RUB AUD AZN GBP AMD BYN BGN BRL HUF HKD DKK INR  KZT

CAD KGS CNY MDL NOK PLN RON XDR SGD TJS TRY T™MT UZS UAH CZK

SEK CHF ZAR KRW JPY AED

Crypto:
BTC BUSD BUSD (BEP20) DAl DAI (BEP20) @ ETH © ETH(TRC20) @ ETH (BEP20)
@ TusD @ uUsbC  © USDC (BEP20) USDT USDT (OMNI) USDT (TRC20) USDT (BEP20)

@ HT(TRC20) @ HUSD @ HUSD(TRC20) @ AXS @ AXS(TRC20) €3 XRP @ TRX @ DASH

BNB DOGE @ LTC € DESU(BEP20)  :#: ADA (BEP20) BTCB (BEP20) CSC & CAKE
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https://app.0xProcessing.com/Api/GetWithdraw/{id}
https://app.0xProcessing.com/Api/GetWithdraw/{id}
https://app.0xProcessing.com/Api/ConvertToCrypto
https://app.0xProcessing.com/Api/ConvertToCrypto
https://app.0xProcessing.com/Api/ConvertCryptoToFiat
https://app.0xProcessing.com/Api/ConvertCryptoToFiat
https://app.0xProcessing.com/Api/Convert
https://app.0xProcessing.com/Api/Convert

The method allows you to display a list of fiat currencies
supported by the converter

List of supported fiat currencies for conversion

Fiat:
USD EUR RUB AUD AZN GBP AMD BYN BGN BRL HUF HKD DKK INR KZT
CAD KGS CNY MDL NOK PLN RON XDR SGD TJS TRY TMT UZS UAH CzK

SEK CHF ZAR KRW JPY AED

Method for displaying the merchant's withdrawal manager
account interface as an iFrame

iIFrame

On the merchant side it can be embedded into the CRM system or the admin panel
of the merchant platform.

OXprocessing o 4 Cpoge 19 / 20)



https://app.0xProcessing.com/Withdraw/Requests?shopId={ShopId}&secret={IframeSecret}
https://app.0xProcessing.com/Withdraw/Requests?shopId={ShopId}&secret={IframeSecret}
https://app.0xProcessing.com/Api/SupportedCurrencies
https://app.0xProcessing.com/Api/SupportedCurrencies
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